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1 Introduction 

This Overview Guide includes a description of the Trusted Associate Sponsorship 

System (TASS) application. This section discusses the purpose and background of the 
Common Access Card (CAC) program. 

1.1 Purpose of TASS 

The TASS application, initially designed in 2003 as the Contractor Verification System 

(CVS), was designed to automate the paper application process using DD Form 1172-2, 

Application for Department of Defense (DoD) CAC Defense Enrollment Eligibility 

Reporting System (DEERS) Enrollment. See Appendix A and Appendix B, respectively, 

for copies of DD Form 1172-2 and instructions. As a web-based system, TASS allows the 

following populations to apply for a Common Access Card (CAC) or other governmental 
credential electronically through an approved DoD web application:  

 Affiliated Volunteers (requiring DoD Network access) 

 DoD and Uniformed Service Contractors 

 Foreign Affiliates 

 Non-DoD Civil Service Employees 

 Non-DoD Presidential Appointees 

 Non-Federal Agency Civilian Associates 

 Non-US Non-Appropriated Fund (NAF) Employees 

 OCONUS Hires 

 Other Federal Agency Contractors 

 Government sponsors approve the applications to receive government credentials.  

1.2 CAC Program Background                                                                                                                  

The DoD began issuing advanced identification (ID) cards for Active Duty Military, 

Selected Reserves, DoD civilians, and “inside the wall” Contractors in October 2000. The 

CAC is a personalized “Smart Card”—a plastic card the size of a credit card with an 

embedded integrated circuit chip (ICC) for storing and processing data. Incorporated with 

public key infrastructure (PKI) security, the CAC consolidates multiple types of 

credentials and data and may be used for various applications, including network security 

and secure email communication. For example, TASS supports various types of 

government credentials such as the Volunteer Logical Access credential and the 
Uniformed Services ID (USID) card. 

The original CAC featured 32 kilobytes of Electronically Erasable Programmable Read-

Only Memory (EEPROM) and supported on-card secure cryptographic functions, 

including key generation encryption and digital signing. With PKI, data encrypted with 

the public key may be decrypted only with the private key. The ICC contains protected 

data about the cardholder (including personal identification number [PIN]), personal 
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demographics, benefits, digital certificates, and card management and security applets. 

Four unique digital certificates stored on the chip allow the cardholder to digitally sign 

documents, encrypt data for transmission or storage, and establish secure web sessions to 
access and update information via the Internet. 

The new version of the CAC is equipped with 144 kilobytes of EEPROM. The increased 

memory provides for the creation of more complex and functional applets in support of 

business processes. 

The Defense Manpower Data Center (DMDC) Identity Services Division and Identity 

Programs Branch Program Management and Development organizations sponsor the 
CAC program. 
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2 TASS Roles and Responsibilities 

This section describes each of the roles within TASS and discusses the responsibilities of the 
individuals assigned to each role. 

TASS users must meet the requirements listed in the following sections to assume their roles and 

responsibilities and qualify for access to the TASS application. 

2.1 DoD Application 

Since the release of version 2.0, organizations seeking to use TASS no longer need to submit a 

Memorandum of Agreement (MOA) to implement TASS service. The TASS application has 

become a DoD application and no longer requires every entity to possess an individual MOA 
with DMDC. 

2.2 Defense Manpower Data Center (DMDC) 

DMDC, as the administrator of DEERS and Real-Time Automated Personnel Identification 

System (RAPIDS), operates and maintains the TASS infrastructure. To manage the phases of the 

TASS Business Process, DMDC has created three TASS user roles, the Service or Agency Point 

of Contact (SPOC), the Trusted Agent Security Manager (TASM), and the Trusted Agent (TA). 

The TASS SPOC, TASM, or TA must fulfill with the responsibilities and comply with the 
position requirements listed for his or her role or the TASS role may be revoked.  

Note: Applicants use TASS to submit applications for the government credential issuance 
process.  

2.3 Service or Agency Point of Contact (SPOC) 

SPOCs handle the day-to-day TASS management and operation. The TASS SPOC ensures that 

assigned TASMs and TAs meet TASS requirements. Therefore, they should be familiar with the 
requirements for each role. An SPOC fulfills the following key roles: 

 Manages TASS for their service or agency 

 Liaison between DMDC and other TASS roles  

 Creates TASS sites  

 Manages TASM registration and revocation 

 Maintains other required field support  

2.3.1 SPOC Responsibilities 

An SPOC has the following responsibilities: 

 Meet SPOC position requirements as specified in Section 2.3.2 (SPOC Position 

Requirements) 

 Administer the TASS program within his or her service or agency, including establishing 
and updating Site ID numbers and Trusted Agent Security Manager (TASM) accounts 
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 Coordinate requests for new or additional TASS capabilities between his or her service or 

agency and DMDC 

 Use the Enterprise Monitoring and Management of Accounts (EMMA) application to 

register and remove Site IDs and TASMs, and ensure the currency of site and TASM 

information 

 Ensure that TASS TASMs and TAs complete all required TASS training, including both 

the TASS Certification Web-based Training (WBT) and the TASS training specified by the 

service or agency 

 Transfer Applicants from an existing TASM/TA to another TASM/TA within the TASS 

application for his or her associated service or agency 

 Create policies, operating procedures, and other supporting documentation in support of 

service- or agency-specific implementation 

 Manage and oversee an internal Management Service that includes the following: 

o The service or agency TASS program 

o All responsible TASS sites 

o All responsible TASM accounts 

o Contact information for all TASM and TA personnel 

 Ensure assigned TASM and TA personnel have met all requirements for their roles; see 

Section 2.4.2 (TASM Position Requirements) and Section 2.5.2 (TA Position 

Requirements) 

 Provide documented policies and guidelines for assigned TASMs to provide training on 

how TAs are to complete and maintain the sponsorship process and their responsibilities 

2.3.2 SPOC Position Requirements 

The TASS SPOC must meet the following requirements: 

 Be a U.S. citizen 

 Be a DoD uniformed service member, DoD Civilian, or Contractor working for the service 

or agency 

 Be a CAC holder 

 Be capable of sending and receiving digitally signed and encrypted email 

 Have a working knowledge of service or agency structure, including populations and 

missions of service or agency posts and sites 

 Be familiar with PKI, the CAC issuance process, and the service or agency TASS Business 

Process policy 

 Have not been convicted of a felony offense 

 Have had a Federal Bureau of Investigation (FBI) fingerprint check with favorable results  

 Have had, at minimum, a National Agency Check with Inquiries (NACI) background 

investigation performed 

 Have completed the required annual TASS Certification Training 

 Have not knowingly been denied a security clearance or had a security clearance revoked 

 Be trustworthy 
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 Be retainable for a minimum of 12 months 

2.4 Trusted Agent Security Manager (TASM) 

The SPOC appoints TASMs for each site. Each site must have a minimum of two TASMs. Per 

DoDM 1000.13, TASMs should not manage more than 200 TAs without prior justification and 
approval from the SPOC. A TASM fulfills the following key roles: 

 Administrates activities at their TASS site 

 Manages users at their TASS site 

 Oversees TAs at their TASS site 

2.4.1 TASM Responsibilities 

TASMs have the following responsibilities: 

 Meet TASM position requirements as specified in Section 2.4.2 (TASM Position 

Requirements)X 

 Act as a TA 

 Troubleshoot TASS questions and issues for his or her site 

 Manage TASM and TA users for his or her site 

 Train an alternate site TASM and all TAs operating TASS 

 Provide visibility for TASS at his or her site. The TASM may accomplish this via staff call, 

newsletter or weblink, or another effective means. Information should include the TASS 
location, hours of operation, telephone numbers, and other pertinent data 

 Submit requests through his or her SPOC for new or additional TASS capability 

 Coordinate all TASS matters with his or her SPOC 

 Notify the SPOC and DMDC Support Center (DSC) of the following: 

o TASS outages 

o Suspected or known TASS system compromise 

 Provision, appoint, or authorize TAs 

 Ensure positive identification of all site TAs 

Note: To access TASS and perform TASM duties, the TASM must pass the annual TASS 

Certification Training requirements; see Section 3.9 (SPOC, TASM, and TA TASS 

Certification Training). 

2.4.2 TASM Position Requirements 

A TASM must meet the following requirements: 

 Be a U.S. citizen 

 Be a DoD uniformed service member or DoD Civilian working for the service or agency 

 Be a CAC holder 

 Be capable of sending and receiving digitally signed and encrypted email 



DMDC Trusted Associate Sponsorship System  Page 10 

Overview Guide, Version 5.03 (EMMA Changes Only) June 2014 
 

 Have a working knowledge of the structure of the site under his or her control, including 

unit populations and missions 

 Have had an FBI fingerprint check with favorable results 

 Have had, at minimum, a NACI background investigation performed 

 Have completed the required annual TASS Certification Training 

 Have not been convicted of a felony offense 

 Have not knowingly been denied a security clearance or had a security clearance revoked 

 Not enrolled in TASS as a Contractor  

 Be trustworthy 

 Be retainable for a minimum of 12 months 

Note: TASMs may not be Contractors. If a TASM who is also a Contractor attempts to log in to 

TASS as a TASM or TA, TASS will lock him or her out of the system and send an email 

notification to his or her SPOC, TASM, and TA. 

2.5 Trusted Agent (TA) 

A TA is a government sponsor to TASS Applicants who establishes the service or agency 

affiliation for registration of a government credential. TASMs identify and approve nominated 

TAs, and then register them in TASS through the EMMA application. DMDC policy (DoDM 
1000.13) recommends that TASMs not exceed 200 TAs per site.  

Note: Per DoDM 1000.13, TAs should not manage more than 100 active Applicants without 
prior SPOC justification and approval.  

A TA fulfills the following key roles: 

 Establishes sponsorship of the Applicant with the service or agency 

 Verifies the Applicant’s need for logical or physical access to either a DoD network or 
facility, both initially and ongoing through semiannual reverifications 

Note: Non-Federal Agency Civilian Associates may not require logical or physical access to a 

DoD network or facility. 

 Initiates the process of application for registration of a government credential 

2.5.1 TA Responsibilities 

TAs have the following responsibilities: 

 Establish sponsorship of Applicants with the service or agency 

 Notify the TASM or SPOC (if the TASM is unavailable) of site capability (TASS) outages 

 Notify the TASM, SPOC, or DMDC Support Center (DSC) of any suspected or known 

TASS system compromise 

 Be current with the TASS Certification Training requirement, which allows access to 

TASS to perform the duties of the TA role 

2.5.2 TA Position Requirements 
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A TA must meet the following requirements: 

 Be a U.S. citizen 

 Be a DoD uniformed service member or DoD Civilian working for the service or agency 

 Have had an FBI fingerprint check with favorable results 

 Have had, at minimum, a NACI background investigation performed 

 Be a CAC holder 

 Be capable of sending and receiving digitally signed and encrypted email 

 Have completed the required annual TASS Certification Training 

 Have not been convicted of a felony offense 

 Have not knowingly been denied a security clearance or had a security clearance revoked 

 Not enrolled in TASS as a Contractor 

 Be trustworthy 

Note: TAs may not be Contractors. If a TA who is also a Contractor attempts to log in to TASS 

as a TA, TASS will lock him or her out of the system and send an email notification to 

his or her SPOC, TASM, and TA. 
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3 TASS Business Process Overview 

The following sections describe the elements of the TASS Business Process. This section 

provides key steps necessary to operate TASS. Section 3.1 describes the process for creating 

TASS sites. Sections 3.2 – 3.7 explain guidelines for adding and training TASS users. The 

process for creating TASS applications is included in Sections 3.8 – 3.13.  Finally, information 

on managing TASS records and revoking TASS sites and users can be found in Sections 3.14 – 
3.18 and 3.19 – 3.20, respectively.  

3.1 Site Creation  

The SPOC starts the TASS Business Process by registering a site. A TASS site (sometimes 

referred to as a Site ID or Organization) is a logical collection of TASS users under the 
organizational control of a TASS TASM. Each TASM, in turn, reports to an SPOC.  

The SPOC uses the EMMA application to register new TASS sites. To create a TASS Site ID, 
perform the following steps:  

1. Access the Enterprise Monitoring and Management of Accounts (EMMA) application. 

2. Click on the SPOC (Project Officer Organization) icon.  

3. In the Organization Details section, select Add Organization from the drop-down 

menu.  

4. Complete the fields on the Add Organization screen.  

5. Click Submit to save the new Site ID (Organization) in EMMA. 

6. Log out of the EMMA application.  

Note: TASMs and TAs can find information about their site under the My Profile tab in TASS.  

3.2 TASM Registration 

After the TASS Site ID is created, SPOCs register TASMs for sites under their control. The 

following sections describe the process to register a TASM. 

Note: Each TASS site must have a minimum of two TASMs. 

3.3 TASM Registration Request 

New TASM accounts are also registered through the EMMA application. In order to register a 

new TASM, the SPOC must have a valid email address for the candidate TASM. With this email 
information, the SPOC can log in to the EMMA application and complete the following steps:  

1. Click on the Site ID (Organization) icon for the site that you wish to add the TASM to. 

Note:  Prior to adding individuals as TASMs for a new site, you must establish the TASM role. 

Once the TASM role has been established, you may skip to step 6 and begin the process of 
adding TASMs in EMMA. 

2. In the Organization Details section, select Add Role from the drop-down menu. 
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3. Click Go. 

4. Select a role to add from the Select a Role drop-down menu. 

5. Click Submit to create a TASM role for the site.  

6. On the left side of the screen, select the TASM role icon. 

7. In the Role Details section, select Add User from the drop-down menu. 

8. Click Go.  

9. In the Add User window, type the 'Email Address' of the new TASM, the 'Number of 

Days' the TASM has to redeem his or her token, and click the check box to confirm the 

TASM's role.  

Note:  SPOCs should allow TASMs the maximum of 30 days to respond to the email to redeem 
their EMMA token.  

10. Click Submit.  

11. Log Off of the EMMA application. 

Note: New TASM accounts are automatically created to include the TA role. 

Important:  TASS TASMs can NOT simultaneously serve in the role of RAPIDS operator.  

3.4 TASM Registration Notification 

When a new TASM is registered in EMMA, the TASM will receive an email notification 

prompting them to redeem their EMMA token. When the EMMA token is redeemed, the 
TASM’s TASS account is automatically activated.  

Note:  The TASM must redeem his or her EMMA token within the allotted time of 30 days. If 

the 30 day time frame has elapsed, the SPOC must log in to EMMA to provision the TASM 

again and generate another token email. 

 
Important:  A TASM can NOT be registered at more than one TASS Site ID.  

TASS currently supports only one TASS Site ID per TASM. The TASM can be registered for 

more than one DMDC application if he or she serves in multiple roles (e.g., TASS, EMMA, 
CPR). Each DMDC application has a separate Site ID. 

3.5 Updates to TASM Information 

If a TASM requires an update to his or her information in the DEERS database (e.g., Name, 

Email, SSN), he or she should route these requests through the SPOC for verification. The 

TASM can then submit a separate request to the DMDC Support Office (DSO) with any required 

documentation. For example, a marriage certificate may be needed for a name change or a birth 

certificate for date of birth corrections. Allow at least 48 hours for DEERS changes to take 
effect.  

Note: TASMs can use the RAPIDS Self-Service (RSS) portal 

(www.dmdc.osd.mil/self_service/) to make limited updates for DEERS data elements that 

http://www.dmdc.osd.mil/self_service/
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do not require documentation (e.g., email address, home address, home telephone 

number, etc.). RSS changes will automatically be updated in DEERS.   

3.6 TA Registration 

When TASM is added to a TASS site, he or she is then able to identify and nominate TAs that 

meet the minimum qualifications established for the TA role; see Section 2.5 (Trusted Agent). 

After verifying minimum qualifications, the TASM may approve and register new TAs to the 

TASS site under his or her control. Each TA, in turn, reports to a TASM. 

Note: SPOCs and TASMs must ensure that a TA is not enrolled in TASS as a Contractor.  

The TASM registers a TA in TASS through the EMMA application. A link to the EMMA 

application is also accessible in the TASS application for the TASM role only. 

Note: For more information on using EMMA, access the EMMA Quick Guide under the 
Resources tab in TASS. 

When the TASM registers a TA’s account in EMMA, the TA will receive an email prompting 

them to redeem their EMMA token which will activate their TASS account. If the TA does not 

receive the email containing his or her EMMA token, he or she should contact the TASM who 

will resend the EMMA token email.   

 

Note:  TAs must redeem the EMMA token within the allotted time of 30 days. If the 30 day time 

frame has elapsed, the TASM must log in to EMMA to provision the TA again and generate 

another token email. 

 

The TASM is the TA’s primary point of contact (POC). If a TA’s TASS account is in an inactive 

state, he or she will need to contact the TASM to have the account unlocked in EMMA. If the 

TA’s EMMA account has been unlocked and he or she is still unable to log in to TASS, the 

TA’s DEERS account may be inactive. To reactivate a TA’s account in DEERS, the TA should 

complete the following steps:  

 

1. Contact the DSC at 1-800-372-7437.  

2. Provide the TASS error message received during the failed login attempt to the DSC 

representative.  

3. Provide additional verification information to the DSC representative as requested.  

 

The TASM should provide the TA with his or her Site ID and inform the TA to keep the Site ID 

on hand in the event that they need to contact the DSC for assistance with TASS Certification 

Training. The TA can be registered for more than one DMDC application if he or she serves in 

multiple roles (e.g., TASS, CPR). Each application has a separate Site ID.   

Notes:  

- TASS TAs can NOT simultaneously serve in the RAPIDS operator roles.  

- For help with DEERS record corrections, either contact the DSO at 1-800-361-2508 

or refer to the instructions for DEERS data changes in the TASS application.  
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3.7 SPOC, TASM, and TA TASS Certification Training 

All new SPOCs, TASMs, and TAs must complete and pass the TASS Certification Training via 
the DMDC Learning Management System (LMS) prior to beginning their respective roles. 

Note: SPOCs, TASMs, and TAs should follow the instructions in the DMDC LMS User Guide 

before logging into the DMDC LMS to ensure they have the correct system requirements 

to access and complete the training. The DMDC LMS User Guide is available in TASS 

under the Resources tab or on the LMS under the Help Materials link.  

All active SPOCs, TASMs, and TAs must complete and pass TASS Certification Training on an 

annual basis. When the annual training date draws closer and the SPOCs, TASMs or TAs log in 

to the TASS application, they see a notification to complete the training requirement. SPOCs, 

TASMs and TAs receive the notification 30 days prior to the beginning of the 30-day 

recertification period. Once the 30-day notification has lapsed, SPOCs, TASMs, and TAs have 

30 days to complete the certification training. If they do not meet the training requirement within 

30 days, TASS locks them out of the application, preventing them from performing their duties 
within TASS until they satisfy the training requirement. 

The SPOC must complete and pass the following training courseware on the DMDC Learning 

Site: 

 TASS001, Introduction to Web-based Training on the DMDC Learning Site 

 TASS002, Trusted Associate Sponsorship System (TASS) Training Overview 

 TASS005, Trusted Associate Sponsorship System (TASS) Service/Agency Point of 

Contact (SPOC) Training 

 EMMA 001, Enterprise Monitoring and Management of Accounts (EMMA) Overview 

 EMMA 002, Organization Functions in EMMA 

 EMMA 003, Role and User Functions in EMMA 

The TASM must complete and pass the following training courseware on the DMDC Learning 

Site: 

 TASS001, Introduction to Web-based Training on the DMDC Learning Site 

 TASS002, Trusted Associate Sponsorship System (TASS) Training Overview 

 TASS003, Trusted Associate Sponsorship System (TASS) Trusted Agent (TA) Training  

 TASS004, Trusted Associate Sponsorship System (TASS) Trusted Agent Security 

Manager (TASM) Training 

 EMMA 001, Enterprise Monitoring and Management of Accounts (EMMA) Overview 

 EMMA 003, Role and User Functions in EMMA 

Note: Site Security Manager (SSM) is a similar role in RAPIDS as that of a TASM role in 

TASS. In using the EMMA application or in completing certification training, TASMs 

may see the SSM role referenced, but should understand that in the context of TASS, the 
information applies to the TASM role.  
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The TA must complete and pass the following training courseware on the DMDC Learning Site: 

 TASS001, Introduction to Web-based Training on the DMDC Learning Site 

 TASS002, Trusted Associate Sponsorship System (TASS) Training Overview 

 TASS003, Trusted Associate Sponsorship System (TASS) Trusted Agent (TA) Training 

Successful completion of the training updates the SPOC, TASM, or TA’s profile in DEERS. If 

TASMs and TAs do not successfully complete the training, the TASS application does not allow 

them to log in. 

Important:  A user is given five (5) attempts to pass a TASS certification course post-test. A 

failed fifth attempt locks them out of the course. To resume training, the user must 

call the DSC Help Desk at 1-800-372-7437 to have his or her test reset. Users can 

prevent lockout by considering the following tips: 

1. Always read the course material thoroughly when navigating through the course.  

2. Be sure to read the test questions and simulation instructions carefully before selecting an 
answer.  

3. Allow the system time to process your action when taking a test that contains a simulation; 

refrain from clicking twice or clicking too fast while the simulation is in progress, or your 

simulation test will be graded as failed.  

 
4. Press F5 to reload the simulation if it appears to stall while loading.  

Important:  Each use of F5 will count against you as a failed attempt to complete the 

simulation. You have five (5) attempts to complete a simulation before lockout.  

 

5. If the Internet connection is lost while taking the course, the system will automatically 

mark the post-test attempt that is in progress as failed. If Internet connection is lost, you 

will need to reestablish connection prior to resuming your test.  

6. If the simulation inaccurately scores incorrect on the scored page of the simulation, be sure 

to properly exit out of the browser window to try again. DO NOT close the browser or the 
attempt will be marked as failed.  

7. Press F11 when unable to see the simulation in its entirety. Select the browser window, and 

press F11 to resize it. This enables users to view the simulation in a larger window.  

Note: Applicants have an option to complete the TASS Overview WBT, accessible within the 
TASS application under the Resources tab.  

3.8 Applicant Requires Government Credential  

Once the TASS Site ID exists and contains registered TASMs and TAs, Applicants can begin 

submitting requests for government credentials to their corresponding TAs.  

The sponsoring DoD Agency provides the Applicant with the necessary information and 
appropriate paperwork required for obtaining a government credential. 
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The Applicant’s employer then vets the Applicant using the DoD approved process. Once the 

Applicant, Contracting Agency, or Sponsoring Agency provide the necessary information, the 

Applicant submits the required information to the TA. 

Note: A Contractor cannot be enrolled in TASS as a TASM or TA. 

3.9 TA Submission of Application 

Prior to the Applicant contacting a TA to request a government credential, he or she must first be 

vetted through his or her employer using the DoD-approved process and the process outlined in 

the following documents: 

 Federal Information Processing Standards Publication 201-1, “Personal Identity 
Verification (PIV) of Federal Employees and Contractors”  

 DoD Regulation 5200.2-R, “Personnel Security Program” 

 Department of Defense Manual (DoDM) 1000.13, Volume 1—"DoD Identification (ID) 
Cards: ID Card Life-Cycle" 

Notes:  

- The TA should check with their service or agency for any additional internal policies 

or guidelines governing this process. 

- All CAC holders must minimally have an initiated National Agency Check with 

Inquiries (NACI) and a favorable completion of an FBI fingerprint check, or a DoD-

determined equivalent investigation, or greater.  However, Affiliated Volunteers 

requiring network access are only required to have an initiated National Agency 

Check (NAC), and a favorable completion of an automated FBI National Criminal 

History Check (fingerprint check). Per policy, personnel (e.g., Non-Federal Agency 

Civilian Associates for National Guard State Employees and United Services 

Organization (USO) eligible only for the DD Form 2765 (self-sponsored Civilian ID 

card) do not require background vetting. 

- The FBI fingerprint check adjudication process may take up to four weeks to 

complete. The TA must confirm the favorable completion of the FBI fingerprint 
check before he or she creates the application. 

The TA must verify that the employer organization has vetted the Applicant according to these 

guidelines, and establish the affiliation of the Applicant with the service or agency. TASMs 

should check with their assigned TAs to ensure that the Applicant verification has been 

completed according to DoD and DMDC guidelines. Once the TA has confirmed the vetting, the 
TA creates the application for submittal. 

Before a TA can create a new application, he or she must meet the following prerequisites:  

 Ensure the Applicant is not registered as a TASS TASM or TA 

 Determine and verify the Applicant has a valid requirement for a government credential 

 Verify the Applicant’s sponsoring service or agency has vetted the Applicant 

 Have the following Applicant information: 

o Last Name 

o First Name 
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o Middle Name (optional) 

o Person Identifier (e.g. Social Security Number [SSN] ) 

o Email Address (use the Applicant’s work email address, if available) 

o Date of Birth 

o Personnel Category 

o Organization 

o Eligibility Expiration Date 

o Contract information (number and end date), if the Applicant is a DoD Contractor or 

Other Federal Agency Contractor 

Note: TASS Applicants cannot be full-time Active Duty members. Applicants should consult 

with the TA if they hold a part-time Active Duty position. 

3.10 Applicant Login 

Once the TA submits a new application, the TA uses a secure means to provide the Applicant 

with his or her user ID and temporary password and the TASS weblink Uniform Resource 

Locator (URL). The Applicant can then log in to TASS to complete and submit the application. 

Once the TA submits the application, the Applicant has seven days to complete an initial log in 
to TASS and begin the application process, or TASS will automatically disable the application.  

Once the Applicant has logged in for the first time, he or she has 30 days to complete the 

application process. The Applicant can save a partially completed application; however, the TA 

cannot process the application until the Applicant submits it in a complete form. Once the 

Applicant submits a completed application, the system automatically sends an email notification 

to the TA. The TA has 30 days to approve the application, otherwise the application 

automatically will disable. The Applicant cannot make changes to a submitted application unless 
the TA returns the application to the Applicant for correction.  

Note: If the Applicant experiences TASS login issues, the Applicant should contact his or her 

TA for assistance with the TASS application. The TA can reset an Applicant’s user ID or 

password, if required. An Applicant who cannot reach his or her TA should contact his or 

her employers to locate the TASS site TASM or SPOC for assistance.   

3.11 Entering Previously Issued/Existing Credentials 

An Applicant may possess valid credentials issued directly from a RAPIDS Issuing Facility and 

not through TASS. Applicants in this category, with the same sponsoring service organization, 

do not necessarily need a new credential. The TA can accept sponsorship of the existing 

credential through TASS and use the time remaining on the existing credential. 

3.12 Verification 

After the TA receives notification that the Applicant has submitted his or her application, the TA 

logs in to TASS and reviews the application. Upon review, the TA can reset the password, 

approve the application, return it to the Applicant for changes, reject, or disable it. Before 

approving an application, the TA must establish an Applicant’s need for logical or physical 
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access to either a DoD network or facility (may not be required for some Non-Federal Agency 
Civilian Associates), and verify vetting and the Applicant’s affiliation with the service or agency. 

Once the TA approves the application, the Applicant needs to obtain a card from a RAPIDS 

Issuing Facility within 90 days; otherwise, the system automatically disables the application.  

If the TA rejects or disables the application, the system notifies the Applicant by email and 
updates the appropriate status in the Applicant record.  

If the TA approves the application, the system updates DEERS with the Applicant information, 

and TASS reflects this status change in the Applicant record; see Section 3.14 (DEERS 

Updates). 

3.12.1 Letter of Authorization 

Some Applicants require a Geneva Convention CAC due to the nature of their work. In accordance with 

the Department of Defense Instruction (DoDI) 3020.41, "Contractor Personnel Authorized to Accompany 

the U.S. Armed Forces,” if the Applicant plans to work overseas, the Applicant may need to obtain a 

Synchronized Predeployment & Operational Tracker (SPOT) Letter of Authorization (LOA) and present 

it at the RAPIDS Issuing Facility, along with the other required identification and eligibility documents, 

in order to obtain the CAC. The requirement has expanded from an Army-only system to a Department of 

Defense (DoD)-wide system and is currently being implemented in other government agencies. 

3.12.2 Status-of-Forces Agreement 

Applicants who work overseas (e.g., those who accompany and support military forces) may 

require Geneva Convention CACs and may need to provide documentation of the appropriate 

Status-of-Forces Agreement (SOFA) at the RAPIDS Issuing Facility in order to receive a 

government credential. 

SOFAs are usually an integral part of overall military base agreements that allow U.S. military 

forces to operate within a foreign host country. Each SOFA is negotiated separately with the 

individual host country and deals with particular circumstances unique to that country. SOFAs 

not only deal with issues necessary for day-to-day business, but also deal with civil and criminal 

jurisdiction. They are a means for the DoD to protect U.S. personnel who might be subject to 
foreign criminal investigation, prosecution, and imprisonment. 

3.13 Card Issuance 

Once the TA approves the application, the Applicant has 90 days to obtain a government 

credential from a RAPIDS Issuing Facility. To locate a RAPIDS Issuing Facility, Applicants can 

use the RAPIDS Site Locator (RSL) at http://www.dmdc.osd.mil/rsl/. The Find Sites details page 

on the RSL website includes information on making appointments. Some RAPIDS Issuing 

Facilities use an electronic appointment scheduler. In those cases, the Scheduling URL is listed 

on RSL Find Sites details page. At the RAPIDS Issuing Facility, an operator verifies and updates 

the DEERS data with the Applicant data and status of the card.  

http://www.dmdc.osd.mil/rsl/
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3.14 DEERS Updates 

TASS runs a nightly offline process to provide DEERS updates to TASS regarding government 

credentials and card statuses. When the process runs after the RAPIDS Issuing Facility has 

issued a card, the TASS application status changes from ‘Approved’ to ‘Issued.’  

3.15 Applicant Reverification 

Once Applicants have received a government credential, TASS requires the TA to either reverify 

or revoke active Applicant records every 6 months (180 days). In addition to confirming the 

Applicant’s personal information and continued affiliation with the DoD for reverification, the 

TA must confirm that the Applicant has a continued need for a government credential. TASS 

notifies TAs and Applicants by email when reverification is due. A TA may also revoke an 

Applicant’s government credential at any time. If the application is not reverified in 180 days, 

the application will be automatically revoked, which in turn will update DEERS and terminate 
the associated credential. 

See 0 for the schedule for email notifications for Applicants requiring reverification. 

3.16 Eligibility Expiration 

Government credentials typically expire after 3 years. If a continued need for a government 

credential exists as the expiration date approaches, the Applicant must contact the TA and apply 
for a new credential. 

Before the TA initiates the application process for a new credential, he or she must verify the 

Applicant’s valid requirement for a new credential according to known policies and procedures, 

and the Applicant’s continued employment or contract to the DoD. 

3.17 Applicant Revocation 

The TA can revoke an active TASS Applicant record at any time. The TA performs the 

revocation process within TASS by clicking the Revoke button on the Reverifications-CACs for 

Reverification screen. TASS simultaneously updates DEERS and terminates the personnel 

record, and DEERS subsequently terminates the card and updates the Certificate Authority (CA). 

The CA revokes the Applicant’s certificates. The Applicant, TA, and TASM receive notice of 

the revocation by email. The TA coordinates the collection and return of the government 

credential in accordance with established policies, guidelines, and procedures. The TA must 
coordinate with Security personnel when Applicants do not return revoked cards. 

Contractors must return the government credential to the issuing agency as soon as one of the 

following occurs, unless otherwise determined by the service or agency: 

 When credential is no longer needed for contract performance 

 Upon completion of employment 

 Upon contract completion or termination 

The contracting officer may delay final payment under the contract if the Applicant (Contractor) 
fails to comply with these requirements. 
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3.18 TA Sponsorship Transfer 

A TASM can transfer Applicant sponsorship between TAs at their assigned site. An SPOC can 

transfer Applicant sponsorship between TAs for any site within their assigned service or agency. 

An SPOC or TASM might need to transfer sponsorship because the TA is sick, the TA no longer 

works in a TA capacity, or the TA has an unmanageable number of Applicants. SPOCs and 

TASMs use the TASS application to perform Applicant transfers. The system notifies the 

TASMs, TAs, and affected Applicants of the TA reassignments by email. Applicant transfer 

requests between two different services or agencies must be forwarded to the SPOC to 
coordinate the request appropriately with the TASS Program Office. 

Note: DMDC policy (DoDM 1000.13) recommends that TAs not manage more than 100 active 
Applicants without prior SPOC justification and approval. 

3.19 Site ID Removal 

An SPOC may remove a TASS site for the following reasons:  

o Service or Agency reorganization  

o Site consolidation  

o Site is compromised due to unauthorized access 

To remove a TASS Site ID, the SPOC must log in to the EMMA application and complete the 

following steps: 

1. Select the Site ID (Organization) that you want to remove. 

2. In the Organization Details section, select Remove Organization from the drop-down 

menu.  

3. Click Go. 

4. In the Remove Organization pop-up window, click OK.  

5. Log off of the EMMA application.  

If the TASS Site ID being removed has active TASM, TA, or Applicant accounts, the SPOC 

must be sure to complete the following steps prior to removing the Site ID: 

1. Ensure that you transfer all active Applicant records to another active TA at another 

site in TASS. 

Note: Each TA should manage no more than 100 active Applicants at his or her site. 

More than 100 active Applicants per TA must be justified and approved by the 

SPOC.  

2. Ensure the TASM removes all TA accounts at the site from EMMA. 
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 If the TASM wants to reassign a TA account from one site to another, the TASM 

must first remove the TA account from their site. A new TASM can then add the 

TA to their site.  

Notes:  

- The TASM must coordinate with the SPOC to determine whether TAs assigned to a 

site should have their TA role removed or reassigned to another site.   

- Each TASM should manage no more than 200 active TAs at his or her site. More than 

200 active TAs per TASM must be justified and approved by the SPOC. 

3. Use the EMMA application to remove all active TASM/TA accounts from the site. 

 If TASM/TA account(s) are still required, use EMMA to add the TASM/TA 

account(s) to an existing active site or to a newly created site. 

 When a TASM/TA account is removed in EMMA, the TA role is simultaneously 

removed. At times, a TASM may need to retain their TASS TA role. In this case, 

the TASMs must log in to EMMA and create a duplicate TA account for 

themselves. Once the TASM creates the duplicate TA account, the SPOC can log 

in to EMMA and remove the original TASM/TA account.   

Note: Each site must have a minimum of two active TASMs. 

3.20 Criteria and Actions for TASM Removal 

An SPOC should immediately revoke a TASM’s application and privileges if the TASM meets 
any of the following conditions: 

o TASM is under investigation (or has been convicted) for any offense punishable by the 

Uniformed Code of Military Justice (UCMJ) or equivalent civilian law 

o TASM has been relieved of duty 

o TASM has left military service or civil service or has otherwise become disassociated 

with the service or agency 

o TASM has transferred out of the organization 

An SPOC can remove TASM/TA accounts in EMMA by completing the following steps:  

1. Select the Site ID (Organization) for the TASM that requires removal. 

2. Select the TASM role. 

3. In the Role Details section, select Remove User from the drop-down menu. 

4. Select the Name of the TASM that requires removal. 

5. Click Go. 

6. In the Remove User popup window, click OK to confirm removal of the user. 

7. Log off when completed. 

When removing a TASM/TA account, the SPOC must:  
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 Identify TASMs who require removal 

 Assign at least two active TASMs to each Site ID at all times to ensure management of 

all active TA accounts and associated Applicant records 
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Appendix A DD Form 1172-2 
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Appendix B DD Form 1172-2 Instructions 
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Appendix C TASS Email Notifications  

I. Schedule for Contractor Reverification Notifications  

Reverification Required – Initial Notification – First transmitted 150 days after CAC 

issued/CAC last verified 

Dear {TA}, 

This message has been sent to notify you that you need to reverify the contractor ({Contractor 

Name}) requires his/her CAC. Please complete the verification process at the link below. 

Questions may be sent via email to: dodhra.dodc-mb.dmdc.mbx.contractor-
verification@mail.mil 

TASS TA Website: https://www.dmdc.osd.mil/tass 

 

Reverification Timeout Reminder –Transmitted 160 days after CAC issued/CAC last 

verified 

Dear {TA}, 

This message has been sent to remind you the prescribed time to reverify contractor ({Contractor 
Name}) has arrived. Please complete the verification process as prescribed. 

Questions may be sent via email to: dodhra.dodc-mb.dmdc.mbx.contractor-
verification@mail.mil 

TASS TA Website: https://www.dmdc.osd.mil/tass 

Note this reminder will not be sent if application has been either reverified or revoked. 

 

Reverification Timeout Warning – Transmitted 170 days after CAC issued/CAC last 

verified 

Dear {TA}, 

This message has been sent to notify you the prescribed time to reverify contractor ({Contractor 

Name}) has arrived and that that action needs immediate attention. Please complete the 

verification process as prescribed. The time allotted for you to complete the verification will 

expire on {Date} at which time the contractor's Defense Enrollment Eligibility Reporting Service 
record will be terminated. 

Questions may be sent via email to: dodhra.dodc-mb.dmdc.mbx.contractor-

verification@mail.mil 

TASS TA Website: https://www.dmdc.osd.mil/tass 

Note this reminder will not be sent if application has been either reverified or revoked. 

 

 

mailto:dodhra.dodc-mb.dmdc.mbx.contractor-verification@mail.mil
mailto:dodhra.dodc-mb.dmdc.mbx.contractor-verification@mail.mil
mailto:dodhra.dodc-mb.dmdc.mbx.contractor-verification@mail.mil
mailto:dodhra.dodc-mb.dmdc.mbx.contractor-verification@mail.mil
mailto:dodhra.dodc-mb.dmdc.mbx.contractor-verification@mail.mil
mailto:dodhra.dodc-mb.dmdc.mbx.contractor-verification@mail.mil


DMDC Trusted Associate Sponsorship System  Page 42 

Overview Guide, Version 5.03 (EMMA Changes Only) June 2014 
 

Reverification Expiration – Transmitted 180 days after CAC issued/CAC last verified 

Dear {TA}, 

The time allotted to reverify contractor {Contractor Name} has expired. As a result, that account 

has been revoked and the Defense Enrollment Eligibility Reporting System has been updated to 

reflect the change. 

Questions may be sent via email to: dodhra.dodc-mb.dmdc.mbx.contractor-
verification@mail.mil  

TASS Website: Hhttps://www.dmdc.osd.mil/tass 

II. Batch Upload Success Notification 

Dear {TA}, 

The Batch File Upload has Finished OK.  

Batch execution details:  

------------------------- 

File Name….: 201201210001.xml 

Batch ID….: 201201210001 

Successful Count: 3 

Error Count….: 0 

Total Processed: 3 

Execution Start Date/Time: 01/31/2012 15:42:54 Completion Date/Time…:01/31/2012 15:42:59 

Questions may be sent via email to: dodhra.dodc-mb.dmdc.mbx.contractor-verification@mail.mil 

TASS Web Site: https://www.dmdc.osd.mil/tass/ 

  

mailto:dodhra.dodc-mb.dmdc.mbx.contractor-verification@mail.mil
mailto:dodhra.dodc-mb.dmdc.mbx.contractor-verification@mail.mil
mailto:dodhra.dodc-mb.dmdc.mbx.contractor-verification@mail.mil
https://www.dmdc.osd.mil/tass/
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Appendix D Acronyms, Abbreviations, and Standard Terms 

Acronym Description 

BAH Booz Allen Hamilton 

CAC Common Access Card 

CVS Contractor Verification System 

DEERS Defense Enrollment & Eligibility Reporting System 

DMDC Defense Manpower Data Center 

DoD Department of Defense 

DSO DMDC Support Office 

FAQ Frequently Asked Question 

Government Sponsor Active Duty member or Civil Servant who approves contractor CAC 
request 

ID Identification 

LMS Learning Management System 

LOA Letter of Authorization 

MOA Memorandum of Agreement 

PIN Personal Identification Number 

PIPS Personnel Identity Protection Solutions 

PIV Personal Identity Verification 

PKI Public Key Infrastructure 

POC Point of Contact 

RAPIDS Real-time Automated Personnel Identification System 

SOFA Status-of-Forces Agreement 

SPOC Service or Agency Point of Contact 

SPOT Synchronized Predeployment & Operational Tracker 

SSN Social Security Number 

TA Trusted Agent 

TASM Trusted Agent Security Manager 

TASS Trusted Associate Sponsorship System 

URL Uniform Resource Locator 

USID Uniformed Services ID 

WBT Web-based Training 
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Standard TASS Terms  Definition  Example  

Account  Refers to the SPOC, TASM, or 
TA roles in TASS. 

For example, a TASM must 
access his or her TA account to 
complete TA tasks. 

Applicant record An Applicant’s TASS application 
that has been approved or 
issued. 

An applicant record can be 
reverified, reused, disabled or 
revoked. 

 

Application (DD Form 1172-2) An Applicant TASS application 
(DD-1172-2 Form) that has not 

completed the full process to 
approval or issuance, whether in 
an in-progress, submitted, 
disabled, returned, or rejected 
status. 

For example, An application is 
created and submitted by a TA 
and then completed and 
submitted by an Applicant.  

Page Refers to all webpages external 

to TASS, to include reference to 
the TASS login and logout 
pages. 

The RAPIDS Site Locator (RSL) 
webpage at 
www.dmdc.osd.mil/rsl provides 
access to the external RSL 
application. 

Role Refers to the role of an SPOC, 
TASM, or TA and his or her 
access in TASS. 

For example, only the SPOC role 
can transfer TAs between sites.  

Screen  Refers to all screens a user 
might navigate to for all internal 

screens within the TASS 
application. 

For example, you can change 
your work information by clicking 
the Edit link on the ‘My Profile’ 

screen. 

TASS The Trusted Associate 
Sponsorship System web 
application. 

TASS is the DoD official 
authoritative data source system 
that allows specified populations 
to apply for a government 
credential. 

User ID, Username, User 
Account Code 

These are interchangeable terms 
that refer to the alphanumeric 
information that is used to log in 
to TASS or DEERS Security 
Online.   

For example, a TA cannot log in 
to TASS with a username. 
However, the TASM will provide 
the TA with a user account code 
that is to be kept for reference if 
the TA needs his or her TASS 
account reset in Security Online. 

Web-Based Training  (WBT) 
Courses 

All courses will be titled as 
Trusted Associate Sponsorship 
System (TASS) [Role] Training 
course. 

 TASS Trusted Agent Training  

 TASS Service or Agency 
Point of Contact Training  

 TASS Trusted Agent Security 
Manager Training  

TASS Training Overview  

 

  

http://www.dmdc.osd.mil/rsl
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Appendix E Alphanumeric Character Translations 

It is important to communicate Applicant’s password information clearly and securely.  The 

following translations follow the military standard for communication of alphanumeric data. 

They will help you to transmit password characters that may be difficult to understand. 

Letters Translation 

a Lower case Alpha  

A Upper case Alpha  

b Lower case Bravo 

B Upper case Bravo  

c Lower case Charlie  

C Upper case Charlie  

d Lower case Delta 

D Upper case Delta 

e Lower case Echo 

E Upper case Echo 

f Lower case Foxtrot 

F Upper case Foxtrot 

g Lower case Golf 

G Upper case Golf 

h Lower case Hotel 

H Upper case Hotel 

i Lower case India 

I Upper case India  

j Lower case Juliett 

J Upper case Juliett 

k Lower case Kilo 

K Upper case Kilo  

l Lower case Lima 

L Upper case Lima  

m Lower case Mike  

M Upper case Mike  

n Lower case November  

N Upper case November  

o Lower case Oscar 

O Upper case Oscar  

p Lower case Papa 

P Upper case Papa 

q Lower case Quebec 

Q Upper case Quebec 
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r Lower case Romeo 

R Upper case Romeo  

s Lower case Sierra 

S Upper case Sierra 

t Lower case Tango  

T Upper case Tango  

u Lower case Uniform  

U Upper case Uniform  

v Lower case Victor 

V Upper case Victor  

w Lower case Whiskey 

W Upper case Whiskey 

x Lower case X-ray 

X Upper case X-ray 

y Lower case Yankee 

Y Upper case Yankee 

z Lower case Zulu 

Z Upper case Zulu  

  

 

Numbers  Translation  

1 Number One 

2 Number Two  

3 Number Three 

4 Number Four  

5 Number Five 

6 Number Six 

7 Number Seven  

8 Number Eight 

9 Number Nine  

0 Number Zero  

 

Special Characters  Translation  

( Left parenthesis 

) Right parenthesis  

- Dash  

! Exclamation Point  

< Left carat or Less-than sign  

> Right carat or More-than sign  
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# Pound sign or Hash mark  

$ Dollar sign  

% Percent sign  

& Ampersand sign  

* Asterisk or Star  

? Question mark  
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Appendix F Documentation for DEERS Data Changes 

I. DSO Name Correction Request Form 

 

  Today’s date 

 

To: DMDC Support Office (DSO) 800-

361-2508 (Office) 

831-644-9256 (Fax) 

 
From:  Your name , TASS Trusted Agent 

      Your phone number 

               Your email address 
  
 

Subj: Request DEERS Records Correction (Name Change) 

 
1. Applicant’s OLD name – first and last  has been entered into DEERS under 

Person Identifier (i.e., SSN, FIN, etc.)  Applicant’s Person Identifier. 

 
2. The new name is Applicant’s NEW name – first and last . 

 
3. I am requesting that the new name, Applicant’s NEW name – first and last,  

be updated in DEERS.  Please contact me when this request has been completed. 
 
 
 
 

Thank you,  

V/r 

Your name ,  Your title   

TASS Trusted Agent 

 

 

 

 

 
Page 1 of 1 
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II. DSO DOB Correction Request Form 

 

  Today’s date 

 

To: DMDC/DEERS Support Office  

800-361-2508 (Office) 

831-644-9256 (Fax) 

 
From:  Your name , TASS Trusted Agent 

      Your phone number 

               Your email address 
  
 

Subj: Request DEERS Records Correction (Date of Birth) 

 
1. Applicant’s name – first and last   has been entered into DEERS under two different Dates of 

Birth (DOB). 

 
2. The correct DOB listed in DEERS is Correct DOB . 

 
3. The incorrect DOB listed in DEERS is Incorrect DOB___. 

  
4. I am requesting that Applicant’s name – first and last__’s DEERS records be updated 

accordingly. 
 
 
 
 

Thank you,  

V/r 

Your name ,  Your title    

TASS Trusted Agent 

 

 

 

 

 
Page 1 of 1 
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III. DSO Person Identifier Correction Request Form 

 

  Today’s date 

 

To: DMDC Support Office (DSO) 

800-361-2508 (Office) 

831-644-9256 (Fax) 

 
From:  Your name , TASS Trusted Agent 

      Your phone number 

               Your email address 
  
 

Subj: Request DEERS Records Correction Person Identifier (i.e., SSN, FIN, etc.) 

 
1. Applicant’s name – first and last   has been entered into DEERS under two  

Person Identifiers (i.e., SSN, FIN, etc.). 

 
2. The correct Person Identifier listed in DEERS is Correct Person Identifier.          

 
3. The incorrect Person Identifier listed in DEERS is Incorrect Person Identifier. 

  
4. I am requesting that Applicant’s name – first and last__’s DEERS records be corrected. 

 
 
 
 

Thank you,  

V/r 

Your name ,  Your title    

TASS Trusted Agent 

 

 

 

 
Page 1 of 1 

 

 
 
 

 


